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PDFE SECURITY

This Document briefs you about the types of Securityfea we can enable in the XML Publisher
Reports.

1) Embedding the XML data in the RTF.
2) Security through the Xml Publisher Administration.
3) Security through the Config File (xdo.cfg)

Embedding the XML Data in the template.
To secure the generated PDF output, we can embed the wmalbesncoming XML Data.

To add an Xml Publisher property to a template use tbpdpties dialog (File -> Properties), and enter
the following information:

Name- Enter the XML Publisher property name prefixed witdox'

Type - select "Text"

Value - enter the property value. To reference an element the incoming
XML data, enter the path to the XML element enclosgedusly braces
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The XML Publisher properties need to have 'xdo-' as #&xpte their regular names so 'pdf-open-
password' becomes 'xdo-pdf-open-password'. Just add the XMikhHeulproperties and their value to the
document using the dialog. If you want to reference a elataent in the XML, a password for instance
then use the curly braces in enclose the path to ie éement.

In the properties dialog we would enter two properties:
Name : xdo-pdf-security — this property sets whether¢hbargy feature is enabled or not
Type : Text
Value : true
Name : xdo-pdf-open-password — this property sets the passwor

Type : Text
Value : {{SAIEMPXMLSEC/CF_PASSWORD}
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The Concurrent Program Output

Page 3 of 8




Storing the password in the XML data could be a securdplem if the XML is going to persist in the
system for any length of time. To avoid this you coutdieve the same using a template parameter vall
that is generated and passed into the template at runtime.

2) Security through the Xml Publisher Administration.
We can customize the XML Publisher by settingpprties in the Administration Interface.
The Configuration page displays all the propertiesggd by type. Setting any
property from this tab sets the property for the ®tell Properties can also be set at the
Template level and the Data Definition level. If dmtihg values are set for a property
at each level, the Template level will take precedeiodeyved by the Data Definition
level, then the Site level.

Eg., The Following are the Properties to control g#musty settings for output PDF.
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Property Name

Internal Name

Default Value

Description

Enable PDF Security

pdf-security

False

If you specify "True," the output PDF file
will be encrypted. You must also specify
the following properties:

* Open document password

* Modify permissions password

* Encryption Level

Open document pdf-open-password N/A This password will be required for opening

password the document. It will enable users to
open the document only. This property is
enabled only when "Enable PDF Security"
is set to "True".

Modify permissions Pdf-permissions-password N/A This password enables users to override the

password

security setting. This property is effective
only when "Enable PDF Security" is set to
"True".

Note: This will Override the Value in the
pdf-open-password
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The Value in the in the pdf-open-password is overriddethdypermissions-password, So it Accepts
both the passwords.
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3) Security through the Config File (xdo.cfg)

In previous releases of XML Publisher the properties ccautly be set using a configuration file
(xdo.cfg).

Properties set in the Administration interface cao dde set using a configuration file. The configuration
file is optional. There is no default configuration file the system.If you defined properties in the
Administration interface and have defined the same ptiepein a configuration file, the properties
defined in the Administration interface will take precescke

The Administration interface supports the setting of pricgee at the site level, the data definition level,
and the template level. If you have XML Publisher ittstiaon multiple middle tier machines and you
want to set a property at the server level, you musaussfiguration file.

File Name and Location

You must name this filedo.cfgand place it under <XDO_TOP>/resource.
Alternatively, you can place the configuration file und@RE_TOP>/jre/lib.
Note: <JRE_TOP> refers to AF_JRE_TOP for the concurrent node o
OA_JRE_TOP for the Web node.

Structure

The <config> element is the root element. It hasdlewing structure:
<config version="cdata" xmins="http://xmins.oracle.c¢orp/config/">
<fonts> ... </fonts> [0..n]

<properties> ... </properties> [0..n]

</config>

Attributes

version

The version number of the configuration file formgte&ify 1.0.0.
xmins

The namespace for XML Publisher’s configuration fileustibe http://xmins.
oracle.com/oxp/config/

Con guration File Example
Following is a sample configuration file for the PDFcGty:
<config version="1.0.0" xmiIns="http://xmins.oracle.comp/config/">
<!-- Properties -->
<properties>
<property name="pdf-security">true</property>
<property name="pdf-open-password">appsassoc</property
</properties>
</config>

Concurrent Program Output :
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Enter the Value Given in the Config File which is fibe Property ‘pdf-open-password’ to view the
output.

The Config File Property of the Security, Is applicdbleall the templates in that particular server.

Note: It is strongly recommended that you set up a temporary directory for gsimcelarge files. If you
do not, you will encounter "Out of Memory" errors whamocessing large files. It is also recommended
that you secure the configuration file if you use iteébthe PDF security passwords.

Order of Precedence for the Security feature if thewxaskis set at all the above mentioned levels.

1) Embedding the XML data in the RTF
2) Template Level

3) Data Definition Level

4) Site level

5) Xdo.cfg
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